MyLEAD Relay Agent

As part of the LEAD project, our infrastructure is currently being integrated with the LEAD portal. This agent represents
the first of several steps to achieve this integration. Its position in our messaging system can be seen in the NCSA
message bus diagram.
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® To store workflow and file metadata associated with brokered submissions using the MyLEAD Metadata Catalog.
® To translate our LocalEvents into WS-Events and place them on the IU Message Bus used in connection with the portal.
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The structure of the relay agent is straightforward. The main component listens for events on our event bus with the header property 'metadataTo=MyLEAD
', and delegates them to the appropriate event handler. Each handler has a reference to the notifier factory and/or workspace manager, responsible for
instantiating and invoking the Not i fi er and MyLEADAgent clients.

Actions are taken on these clients, as indicated in the following table:
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https://portal.leadproject.org
https://wiki.ncsa.illinois.edu/pages/viewpage.action?pageId=3342485
https://wiki.ncsa.illinois.edu/pages/viewpage.action?pageId=3342485
http://www.cs.indiana.edu/dde/projects/mylead/myLead.html
https://wiki.ncsa.illinois.edu/display/MRDPUB/LocalEvent
http://www.w3.org/Submission/WS-Eventing
http://www.extreme.indiana.edu/xgws/messenger/index.html

Status NODE SUBMITTED edu. i ndi ana. extrene. | ead. wor kf | ow_tracki ng. Notifier servicel nvoked

Status NODE ATTEMPTED edu. i ndi ana. extrene. | ead. wor kfl ow_tracki ng. Noti fier invokingServiceFailed

Status NODE QUEUED edu. i ndi ana. extrene. | ead. wor kfl ow_tracki ng. Notifier jobStatus()

Status NODE ACTIVE edu. i ndi ana. extrene. | ead. wor kfl ow_tracki ng. Notifier jobStatus()

Status NODE CANCELLED edu. i ndi ana. extrene. | ead. wor kfl ow_t racki ng. Notifier sendingResult();serviceTern nated()
Status NODE FAILED edu. i ndi ana. extrene. | ead. wor kfl ow_t racki ng. Notifier sendingResult();serviceTerni nated()
Status NODE DONE edu. i ndi ana. extrene. | ead. wor kf | ow_tracki ng. Notifier sendingResult();serviceTerni nated()
Progress edu. i ndi ana. extrene. | ead. wor kfl ow_tracki ng. Notifier jobStatus()

Node WORKFLOW edu. i ndi ana. extrene. | ead. wor kfl ow_tracking. Notifier workflownitialized()

Node WORKFLOW edu. i ndi ana. dde. nyl ead. agent . M\yLEADAgent _Port Type creat eExperi nment ()

Node NODE edu. i ndi ana. extrene. | ead. wor kfl ow_tracking. Notifier servicelnitialized()

Node NODE edu. i ndi ana. dde. nyl ead. agent . M\yLEADAgent _Por t Type createCol | ection()

Property edu. i ndi ana. dde. nyl ead. agent . M\yLEADAgent _Por t Type addAttributes();updateAttributes()
File TRANSFERRED (bulk) edu. i ndi ana. dde. nyl ead. agent . My/LEADAgent _Por t Type createCol l ection();registerFile() orregisterFil eMetadat a()
File CREATED edu. i ndi ana. extrene. | ead. wor kfl ow_tracki ng. Noti fi er dataProduced()

File NAMELIST edu. i ndi ana. dde. nyl ead. agent . MyLEADAgent _Por t Type registerFile()

The relay agent is booted with a properties file indicating the appropriate endpoints for WS Event notifications and the MyLEAD Agent service:

#NCSA event bus

event Li st ener. tag. 1=| oggi ngLi st ener

event Sender. O=tcp: //tbl. ncsa. ui uc. edu: 61616, ncsa. tool s. j ms. | ocal event . JMSLocal Event Sender
event Recei ver. O=tcp://tbl. ncsa. ui uc. edu: 61616, ncsa. tool s.j nms. | ocal event. JMSLocal Event Recei ver
recei veTopi c. 0=TRCOLL

#1 U Message Broker
wsng. broker. url =http://tyrll.cs.indi ana. edu: 12346/
#l oopback=f al se

#M/LEAD agent

nyl ead. agent . url =https://tyr03.cs.indi ana. edu: 20243/ nyl eadagent ?wsdl
credential . fil e=hostcertkey-tbl. ncsa. ui uc. edu. pem

trusted.certs.fil e=trusted_cas. pem

fixed. properties.file=fixed. properties

dn. properties.file=dn.properties

#JDBC gri dnmap db

gri dmap. connection. url =j dbc: nysql : / /| ocal host/ brokerstore
gri dmap. connecti on. user name=nysql

gri dnap. connecti on. passwor d=nysq|l

Authentication & Authorization

The MyLEAD server security model is GSS; currently, the certificate used for this purpose must be the one obtained through the LEAD portal. Until this
mechanism is changed to accept multiple certificates for a given user name, all users wishing to have workflows registered in the MyLEAD
Metadata Catalogue must be mapped in a special properties file visible to the relay agent. This mapping is done by hand. In the future, it should be
sufficient simply for the agent to access the Workflow Broker's persistent store for the DN associated with the submission.


https://wiki.ncsa.illinois.edu/display/MRDPUB/Workflow+Broker
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