Creating a MyProxy Plugin for Joomla 1.7

This document describes how to create a MyProxy Plugin for Joomla 1.7. See "Creating an Authentication Plugin for Joomla 1.5" for details of how-to-
create custom authentication plugins.

For this, we need to create five files as following:

. myproxy.xml

. en-GB.plg_authentication_myproxy.sys.ini
. en-GB.plg_authentication_myproxy.ini

. myproxy.php

. index.html (dummy)
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Plug-in Manager's view in Joomla

After deploying the MyProxy plugin into Joomla, we can see the following view via Plug-in Manager. For this view, we create the manifest xml file and two
language-files such as 'en-GB.plg_authentication_myproxy.sys.ini' and 'en-GB.plg_authentication_myproxy.ini'.
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Authentication - MyProxy

Host T Kisti.re.ki
Enabled Enabled & SpREA
Port 7512
Access Public s
Lifetime 12
Ordering 4. Authentication - MyProxy &
Outfile Directory ftmp
Plug-in Type authentication
Plug-in File myproxy
D 801
Description

Handles User Authentication against a MyProxy server
Warning! You must have at least one authentication plugin enabled or you will lose all
access to your site.

Joomlal® is free software released under the GNU General Public License. Version 1.7.0

Create the XML install manifest and language files

The myproxy.xml

Basic options are set from field set name 'basic' in the right side of above figure.


http://grid.ncsa.illinois.edu/myproxy/
http://www.joomla.org/17
http://docs.joomla.org/Creating_an_Authentication_Plugin_for_Joomla_1.5

<?xm version="1.0" encodi ng="utf-8"?>

<extension version="1.7" type="plugin" group="authentication">
<nane>pl g_aut henti cati on_mypr oxy</ name>
<aut hor >KI STI </ aut hor >
<creat i onDat e>August 2011</creati onDate>

<copyri ght >Copyright (C) 2011 KI STl Superconputing Center. Al rights reserved. </ copyright>

<l icense>G\U General Public License version 2 or later; see LICENSE. txt</license>
<aut hor Enai | >dynam@i sti . re. kr </ aut hor Emai | >
<aut hor Ur | >www. ki sti . re. kr</authorUrl >
<ver si on>0. 9. 0</ ver si on>
<descri pti on>PLG_MYPROXY_XM._DESCRI PTI ON</ descri pti on>
<files>
<fil ename plugi n="nyproxy" >nyproxy. php</fil ename>
<fil enane>i ndex. htm </fil enane>
</files>
<l anguages>
<l anguage tag="en-GB">en- GB. pl g_aut henti cati on_nyproxy.ini </l anguage>
<l anguage tag="en-GB">en- GB. pl g_aut henti cati on_nyproxy. sys.ini </ | anguage>
</l anguages>
<confi g>
<fields name="parans">

<fi el dset name="basic">
<field name="host" type="text"
def aul t="1ocal host "
descri ption="PLG _MYPROXY_FI ELD HOST_DESC"
| abel =" PLG_MYPROXY_FI ELD_HOST_LABEL"
si ze="20"
/>

<field name="port" type="text"
def aul t ="7512"
descri pti on="PLG_MYPROXY_FI ELD_PORT_DESC'
| abel =" PLG_MYPROXY_FI ELD_PORT_LABEL"

si ze="20"
/>
<field name="lifetime" type="text"
def aul t="12"
descri pti on="PLG MYPROXY_FI ELD_LI FETI ME_DESC"
| abel =" PLG_MYPROXY_FI ELD LI FETI ME_LABEL"
si ze="20"
/>

<field name="outdir" type="text"
defaul t="/tnp"
descri pti on="PLG_MYPROXY_FI ELD_OUTDI R_DESC"
| abel =" PLG_MYPROXY_FI ELD_OUTDI R_LABEL"
si ze="20"
/>
</fieldset>

</fields>
</ config>
</ ext ensi on>

en-GB.plg_authentication_myproxy.sys.ini

PLG_AUTHENTI CATI ON_MYPROXY=" Aut henti cati on - MyProxy"

PLG_MYPROXY_XM._DESCRI PTI ON="Handl es User Authentication agai nst a MyProxy server <br>
<strong> Warni ng! You nust have at |east one authentication plugin enabled or you will |ose al
site.</strong>"

en-GB.plg_authentication_myproxy.ini

access to your



PLG_AUTHENTI CATI ON_MYPROXY="Aut henti cati on - M/Proxy"

PLG_MYPROXY_FI ELD_HOST_DESC="For exanpl e: nyproxy.kisti.re.kr"

PLG_MYPROXY_FI ELD HOST_LABEL="Host "

PLG_MYPROXY_FI ELD_PORT_DESC="Default port is 7512"

PLG_MYPROXY_FI ELD_PORT_LABEL="Port"

PLG_MYPROXY_FI ELD LI FETI ME_DESC="Default lifetime is 12 hours"

PLG_MYPROXY_FI ELD LI FETI ME_LABEL="Li feti me"

PLG_MYPROXY_FI ELD_ OUTDI R_DESC="Default outfile directory is /tnp"

PLG_MYPROXY_FI ELD_QUTDI R_LABEL="Qutfile Directory"

PLG_MYPROXY_XM._DESCRI PTI ON="Handl es User Authentication against a M/Proxy server <br>
<strong> Warni ng! You nust have at |east one authentication plugin enabled or you will |ose all access to your
site.</strong>"

Create myproxy.php file

The plgAuthenticationMyproxy Class
The onUserAuthenticate() Method

function onUser Aut henti cat e($credentials, $options, &$response)
{

/1 Initialise variables.

$success = 0;

/'l For JLog

$response- >t ype = ' MYPROXY" ;

/1 MYPROXY does not |ike Blank passwords (tries to Anon Bind which is bad)
if (enpty($credentials['password']))

{
$response- >st at us = JAUTHENTI CATE_STATUS_FAI LURE;
$response->error_nessage = JText::_(' JGLOBAL_AUTH PASS BLANK');
return false;

}

$nyproxy_server = $this->parans->get (' host');

$nmyproxy_port = $this->parans->get (' port');

$usernane = $credential s[' usernane'];

$passphrase = $credential s[' password'];

$lifetine = $this->paranms->get('lifetine');

$outfile = $this->parans->get('outdir') . '/x509up_u' . S$usernaneg;

$DEBUG = fal se;

$success = $this->nyproxy_| ogon($nyproxy_server, $nyproxy_port, S$usernane, $passphrase,
$lifetime, $outfile, $response, $DEBUG ;

if (!$success)
{
if (!strlen($response->status)) $response->status =
JAUTHENTI CATE_STATUS_FAI LURE;
if (!strlen($response->error_nessage)) $response->error_nessage = JText:: _
(" JGLOBAL_AUTH_| NCORRECT" ) ;

}

el se

{
/1 Grab sone details from MYPROXY and return them
$response- >user name = $user nane;
$response- >emai | = $username . ' @wyproxy.server';
$response->ful | name = $user nane;
/] Were good - So say so.
$r esponse- >st at us = JAUTHENTI CATE_STATUS_SUCCESS;
$response->error_nessage = '';

}



The myproxy_logon() Method

We use a myproxyClient.php provided in the MyProxy website. This allows anonymous user to retrieve credentials form a MyProxy Server.

The complete package

plg_myproxylogin-1.7.0.zip


http://grid.ncsa.illinois.edu/myproxy/php.txt
http://grid.ncsa.illinois.edu/myproxy/php.html
https://wiki.ncsa.illinois.edu/download/attachments/20152473/plg_myproxylogin-1.7.0.zip?version=1&modificationDate=1315469582000&api=v2
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