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Account and Password 
Hygiene
• Random - real random, use a generator

• Long - the max allowed by the site, probably no need for 
more than 31 at this time.

• No Reuse

Do not let people watch you type a password



Safe Passwords
• Use different passwords for EVERYTHING

• Use 14 char or more random passwords
• Multiple character sets

• Upper, Lower, Numbers, Symbols

• The longer the fewer char sets needed



Safe Passwords - Exceptions
• Only use memorable ones for a few important things

• Campus NetID

• NCSA Kerberos

• Desktop/Laptop account

• Amazon - 

• password manager



Why Not Reuse

● Bad websites
● Hacked websites
● Exposed account details



Password Managers
• Paper

• Better than reuse.

• Effective if you generate random passwords

• Must keep on person, must protect.

• In general protecting from Internet not a mugger/thief.

• Browser Built-in
• New features for creating random passwords

• Better than password reuse

• Getting better - Sync / Local protection

Cont -



Password Managers Cont
• LastPass

• Personal - free vs paid, many features now in free

• Family Accounts

• 2 factor - some in free, Yubikey requires premium.

• Allows Sharing to groups

• Enterprise

• NCSA Provides this to Staff - help+security@ncsa.illinois.edu

• Requires Multi Factor Authentication

• Yubikey or NCSA Duo



Do this at least
Strong, separate passwords for your Email, Bank 
and mobile phone accounts.



Password
Questions?
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Port Scanning
IRST scans NCSA from scan.security.ncsa.illinois.edu 
(141.142.148.9) and from off-campus and logs TCP ports.

Allows us to quickly check for potential vulnerabilities

Please do not block access from this host

https://portal.security.ncsa.illinois.edu/scanme/ 

https://portal.security.ncsa.illinois.edu/scanme/




SSH Auditor
SSH Auditor also runs from scan.security

Tries various user and passwords against SSH

Alerts when credentials in its database allow login

https://github.com/ncsa/ssh-auditor 

https://github.com/ncsa/ssh-auditor


SSH Auditor (example)
man was able to authenticate to 141.142.22.22 

via SSH and tunnel at 2018-07-13 13:22:40

mongodb was able to authenticate to 141.142.22.22

via SSH and exec at 2018-07-13 13:22:40



Qualys scans
Qualysguard is a commercial product that allows IRST to 
perform vulnerability scans from both the Internet and 
from on-premises appliances (such as 141.142.148.51)

Qualys tracks scan data that can be used to create reports 
of potentially vulnerable hosts
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What is Duo?
● NCSA’s supported two-factor (2FA) / multi-factor 

(MFA) authentication solution

● Background on what factors are:

○ Something you know - password, PIN

○ Something you have - Duo (phone registration, token, 
Yubikey)

○ Something you are - biometrics





Using Duo
● Visit https://duo.security.ncsa.illinois.edu to enroll

● You’ll need one of these:

○ Duo app installed on your phone

○ A Yubikey

○ A Duo hardware token

https://duo.security.ncsa.illinois.edu


Enrolling



Backup Codes
● One time use “get out of 

jail free” cards

● Please set them up!  (Or 
you’ll get a reminder email 
every Tuesday…)

● Store them securely!



Why can’t I use SMS (texts)?
● SMS just isn’t secure.  (And NIST doesn’t recommend 

it, either.)

○ Texts may pop up even on locked phones

○ SIM cards can easily be transferred between phones

○ SMS messages can be intercepted...



SMS Interception
• Trojans on the device

• “Stingrays” (IMSI catchers) - fake cell phone towers

• Vulnerabilities in the underlying protocol (SS7)

• Someone impersonating you to your provider and 
making account changes

https://www.wired.com/2016/06/hey-stop-using-texts-two-factor-authentication/ and
https://www.dos.ny.gov/consumerprotection/scams/att-sim.html 

https://www.wired.com/2016/06/hey-stop-using-texts-two-factor-authentication/
https://www.dos.ny.gov/consumerprotection/scams/att-sim.html
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E-Mail Phishing and Scams
Leandro Avila
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Phishing
• E-mail most common point of entry for malware
• Most clicks shifting to mobile devices
• Be aware of SMS based phishing
• Be always skeptical

Verizon 2019 Data Breach Investigations Report



Phishing
Always be skeptical.

If in doubt ask IRST

Do not click or reply 



Phishing
• Never send private information over email

• Passwords, SSN, ePHI, Financial
• If you are not expecting the message be suspicious
• Look carefully at the details of the message

• From address, spelling, etc
• If in doubt call or send a message via Skype/Slack
• https://techservices.illinois.edu/security/phishing



Gift Card Scams
You are contacted by someone impersonating your 
boss/coworker/family/etc. They ask you to buy gift 
cards and send them the information because they 
need it quickly



Gift Card Scams 
• Gift Cards are like cash

• If you do not do it with cash, do not do it with gift cards
• Urgency of the request is usually an indicator that 

something is wrong
• A variation of this will be to wire money



Phishing
Questions?



Best Practices Wiki Space
Paul Guder
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Purpose of Security Team
• Incident Response
• Hardening & Prevention
• Education, Outreach, & Knowledge Base



Purpose of Security Team
• Security is not just there when things go wrong
• Security is a resource
• There to provide:

• Configuration Templates
• Knowledge & Expertise



Best Practices Wiki Space
https://wiki.ncsa.illinois.edu/display/SecOps/Configuratio
n+Recommendations+and+Best+Practices 

https://wiki.ncsa.illinois.edu/x/6gjJAQ 

https://wiki.ncsa.illinois.edu/display/SecOps/Configuration+Recommendations+and+Best+Practices
https://wiki.ncsa.illinois.edu/display/SecOps/Configuration+Recommendations+and+Best+Practices
https://wiki.ncsa.illinois.edu/x/6gjJAQ


Best Practices Wiki Space
• System Vetting
• Full Disk Encryption
• Service Configuration

• NTP, openssh, SSSD, Apache, DUO, etc...
• Travel Tips



Security Resources
help+security@ncsa.illinois.edu 

https://wiki.ncsa.illinois.edu/display/SecOps 

mailto:help+security@ncsa.illinois.edu
https://wiki.ncsa.illinois.edu/display/SecOps
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